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Overview

• Context
• Research questions
• Test setup
• Experiments
• Conclusion
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Context
Power analysis attacks on contact cards
• Since ‘90s, power analysis is applied to contact smart 

cards with the objective to retrieve a secret key (e.g. 
DES, RSA)

• Now, most contact cards have strong
countermeasures implemented. These usually result in 
an increase in power consumption

How about contactless cards with crypto function?
• Contactless cards do not have a contact patch to 

measure power consumption
• Power available to a contactless card is limited
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Powering a contactless card
1. Current through card reader antenna generates RF field
2. Card antenna picks up RF field and generates RF voltage 

at terminal
3. RF voltage is rectified to power the card

Observations
• Power transferred between antennas is limited because 

coupling between antennas not 100%
• Coupling reduces with distance
• Max distance of 10 cm (specs) is often not met 
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Research questions

• Is there a non-invasive method to measure 
power consumption of contactless card?
– Does the RF signal provide information on the power 

consumption?

• Are countermeasures for power analysis equally 
strong on a contactless card?
– Is sufficient power available for all countermeasures

during an power-intensive operation like RSA 
encryption?
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Our test setup

1. Used a card reader to initiate the encryption 
process on the card

2. Used a card that is contact & contactless and 
with weak power analysis protection

3. Developed a sensor to measure the signal 
strength of RF field

4. Reader – card – sensor sandwich

5. Had it run several RSA operations
6. Explore the RF traces
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Test setup for RFA

RF signal

signal strength

card reader card sensor
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RSA encryption is power intensive

communication operation RSA encryption

RSA encryption is completed

measurement with card far from reader

measurement with card close to reader

RSA encryption is interrupted

Card distance or power level, was not as sensitive during DES encryption
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Measured RF signal strength

communication preparation RSA encryption

100% modulation by Card Reader RF signal dips



Security Test Lab

Signal processing of RFA trace

Key bits revealedsignal processing to highlight dips

variation of interval between dips 
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RSA algorithm and implementation

• RSA uses exponentiation for signing/verification:
C = Mks mod N,    M = Ckp mod N 

• Exponentiation can be implemented in various 
ways, for example binary exponentiation:
– C := 1
– For each key bit ki do:

• C := C * C
• If ki = 1, then C := M*C

• Exponentiation is always a sequence of a single 
square operation (ki=0) and a combination of 
square and multiply (ki=1) operations
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Time-RFA attack on RSA

11 00

Key bits revealed

11 00 11 00 00 11 00
key bits revealed

signal processing to high-light dips

variation of interval between dips 
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Time-Power attack on RSA

• Also performed power measurements on 
contact patch of test card

• Key bits are retrieved the same way from power 
trace

• Power trace shows similar dips
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What did we find?

• The processed RFA trace is similar to the 
power trace

• Power consumption during RSA encryption is 
pushing the available power

• The fact that a contactless card has no contact 
patch does not make it more secure against 
side-channel attacks
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Further research

• Are contactless cards equally protected against 
RFA as contact cards against PA?
– Are countermeasures for power analysis effective for 

RFA? 

• Can the analysis be improved?
– How does Differential RFA perform?

• Can the sensor be improved?
– Can we measure the RF field generated by the 

contact less card?
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Conclusions

• Radio Frequency Analysis is an interesting 
side-channel analysis technique for contactless
cards because
– It is non-invasive
– Little experience reported as yet
– First results are promising

• Many countermeasures cost power. What is 
possible with the limited power available for a 
contactless card?


