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< Explain the problem that mobility may
iInvalidate (or confuse) good security
policies

“» Show that the solution requires the
Integration of physical and logical security
policies

< lllustrate this using case studies

“* Model the essence of the solutions using
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Digital security provides\
passwords to stop
unauthorised persons

from accessing digital

resources. /

/Physical secﬁ

uses barlfiers to stop and digital security via
unauthorised integrated specification of
persons from @curity policies. >pt

gaining access to -
physical resources.
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Information Society

: $ ping www.whitehouse.gov
Ping Reply from 194.109.217.178: time=110ms
Reply from 194.109.217.178: time=1072ms
Reply from 194.109.217.178: time=90ms
Bob pings Whitehouse

Whitehouse responds

Bob moves, or more e
Interestingly... i T

Only ping moves tC
machine

Moving ping has ¥o&

$ ping www.whitehouse.gov
Usage: ping [-t] [-a] [-n count] ...
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~..1090 " Data base

*  Bob submits his tax
return

< Alice receives Bl
tax return &
2 Alice discusas
tax return wig
boss
*» Eve spies on Alice

* Alice has violated the
security policy on
mobllity
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Sart card

card from
*» Bob offers
deal’ if she pa
plastic...

» Can Bob be trusted”

+ Get new security
policy at the bank for
‘special deals’
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1090 Modelling
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+ System: objects from the 3 worlds

» Policy: (un)acceptable behaviour

Priry’ |ple: guidance & formula
cation(system || policy) F principle

. commu processes with a
declaration

Rule out behaviour that h
been deemed unaccepta
Examples:

o
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.
*

dentify & highlight security
objectives. Examples:

* Restrict access control *Follow least priviiege

- Restrict information flow :gom,tjan;m 3;7 ; a/z{ s€ z‘
] Maim‘a/n avaliability =~ \__ e rejuctantio irus -
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~.logo " Host accepts “standard” ping only

“* Principle of the
“least privilege”

> Any system call
except
Socket(anywhere) *

> Socket(Test)

> Any system call
except
Socket(anywhere) *
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..logo .~ System ,

mtype = { chan c = [0] of {mtype, mtype} ;
Test_Env, Production_Env,
Exit, Printf, active proctype system() {
Recvfrom, Sendto, do
Socket .. clExit(env)
}; .. clPrintf(env)
.. clRecvfrom(env)
byte env = Test_Env ; .. clSendto(env)
.. clSocket(env)
active proctype mobility() { od
do }

env = Test_ Env
> env = Production_Env

od
SOEL _
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............ I Ogo POIICy & Prl nCI ple
trace {
do
active proctype policy() { ;o c?EXxit()
do .. C?Printf()
;2 C?Printf() ; .. c?Recvfrom(_)
c?Exit(_) :: ¢?Sendto(_)
.. c?Socket() ; .. c?Socket(Test_Env) -> break
c?Printf(_) ; od;
do do
:: ¢c?Sendto( ) ; ;. c?EXxit()
c?Recvfrom(_) .2 ¢?Printf(_)
:: break .. c?Recvfrom(_)
od ;. c?Sendto( )
od Basedon | od
} work by i
BE  Mycroftetd )
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~—_ 1! Socket, Test Env

[j::;EEDFintf,IDroducti()nEnv
|

[: 1! Socket , Test Env
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1090 ] ocation determines data base

% Principle
“Compartmentalise”
Connect(here)
Request(here)
Reply(here)
Request(here)
Reply(here)
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Payment
applet

Principle
“Be reluctant to trust”

> Payment(vending)
> Loyalty(vending)

' vending
machine

BOE
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“* We can analyse policies, showing that
none of the models satisfy our principles

«* Trace declarations limited, more tool
support needed

“* Models should be more systematic, and
hierarchical

“» How can we enforce policies?

o0

L)

o0

n Society WP 2.6 kick off, March 11 2004,Marseille



