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Crisis? What crisis?

Dan Perjovschi, 2007
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Context

context
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Identity is an essential characteristic of
the experience of being human. It encompasses all
the elements that make each human being unique
but also all the characteristics that enable
membership to a particular group or culture as
well as establish status within the group.

Roussos 2002
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But for us identity is a....
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Security of browser based IdM

(5]

ticket validation &
data exchange
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Who do you want to be today?
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Privacy

H IdP sees services I use
H SP learns too much about me

Why do I have to
show my name
to prove that | am
over 18?

creden
tials
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Vicious circle

we ask for more
identifying info

identity gets
more vulnerable
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And who is asking anyway??
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Revocable privacy
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Passport attack

NL

WITH DIGITALLY STORED BIOMETRIC DATA
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Who defines the circle of trust
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... single sign-on anyone? ...
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Independent choice

issuer acquirer

validation
< protocol >

>
>

issuer token

authentication

issuer token

acquirer confirm

issuer token

user service provider
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Access management

Je eigen inlogcode voor de hele overheid

dienstaanbieder
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Profile management

(1] Tube:

Broadcast Yourself

flickr
msn¥ 33

® ®
Identity 2.0 %myspace

a place for friends
Ia an iaentity CrisIs




The future: PIA

-

dienstaanbieder

gebruiker
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identity crisis
B What is identity?

H Can | trust the IdP?
® is trust “circular”...

H Why do you need my name?

H Who is asking me anyway?

® Who manages my profile?
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Discussion

[Monty Python’s Argument Clinic sketch]
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