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What is identity?

• Identity is what you and others claim about you
• In real life, whether you trust a claim

1. Usually depends on contextual factors,
2. sometimes on authorities (reputation),
3. and sometimes on authorities by proxy

• In online life there is little context (1), so identity is 
defined using trust in authorities (2, 3)!



Identity in “real” life
online



Electronic passport

• Issued by government
• Standardized by ICAO
• Contains chip with

– Information about card holder
– Mechanism to verify integrity of that information
– Mechanism to verify authenticity of chip
– Mechanism to communicate confidentially

• Not intended for online verification
• Dutch version was tested in 2006 by RU Nijmegen 

(and other test labs)

Can we use an ePassport as Information Card 
inside Windows Card Space™?



What’s inside?
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pub Threats

• Skimming (privacy)
• Eavesdropping (privacy)
• Tracking (privacy)
• Altering (integriteit)
• Cloning (authenticiteit)
• Look-a-like fraude

• Basic Access Control (access & confidentiality)
• Passive Authentication (integrity contents)
• Active Authentication (authenticity chip)
• Extended Access Control (confidentiality biometric 

features)
• Biometry (link to card holder)

Controls

Name: Martijn Oostdijk
Doc. number: 123456789

Signed:
NL-CSCA

P<NLDOOSTDIJK<<MARTIJN<…
1234567890NLD7101216M09031…

rnd

encr(rnd, MRZ)

rnd

encr(rnd, priv)

rnd
encr(rnd, K)



Identity 2.0

• User-centric
– just like “Web 2.0”: emphasis is on user control

• Standards are open & simple
• Examples:

– OpenID
– Information cards

• It’s hot (like everything 2.0)
– http://www.identityblog.com
– http://www.links.org/
– http://self-issued.info
– http://eternaloptimist.wordpress.com
– http://identity20.com
– http://virtualsoul.org/blog/category/identity

• Microsoft has learned its lesson from MS Passport…



Laws of Identity

By  Kim Cameron of Microsoft
1. User control
2. Minimal disclosure, constrained purpose
3. Justifiable parties
4. Directed identity
5. Pluralism of operators and technologies
6. Human integration
7. Consistent experience across contexts

http://www.identityblog.com/

Explained for dummies:

• People using computers should be in control of giving out information about 

themselves, just as they are in the physical world.

• The minimum information needed for the purpose at hand should be

released, and only to those who need it. Details should be retained no longer 

than necesary.

• It should NOT be possible to automatically link up everything we do in all 

aspects of how we use the Internet. A single identifier that stitches everything 

up would have many unintended consequences.

• We need choice in terms of who provides our identity information in different 

contexts.

• The system must be built so we can understand how it works, make rational 

decisions and protect ourselves.

• Devices through which we employ identity should offer people the same kinds 

of identity controls - just as car makers offer similar controls so we can all 

drive safely.



Information Cards

• Open standard (Identity Selector Interop Profile)
• Windows Card Space is Microsoft’s implementation
• Some credentials kept at client, some at IdP
• To prevent phishing: dialog leaves context of OS



CardSpace managed card scenario

ClientClientIDPIDP

RPRP

1. Access2. Policy

UserUser

3. Filter cards

4. Select card

5. Request token

6. Give token

7. Give token

5/6. BAC + AA + DG1 + DG15 + SOd



Demo



Future? Enough loose ends…

• From prototype to robust application
– Local application or browser plugin instead of 

Java applet?
• Works for Dutch ePassport, also for other countries?

– AA is optional in EU, CSCA not public 
everywhere

• Support OpenID?
• Privacy issues (KC’s law 2)

– What if I only want to claim “above 18” or “Dutch 
citizen”

– Why do we need (to trust the) IdP?
• Who pays for the card reader?

– Business case?
– NFC?



Conclusions

• User-centric Identity (Identity 2.0) is hot
• At the same time governments are rolling out large 

scale PKIs
– using hardware tokens
– in case of ICAO ePassport: worldwide!
– banks and credit card companies will follow?!?

• Such PKIs are very 1.0 but we (the normal users) can 
re-use infrastructure for Identity 2.0 purposes

• Source code for using ePassport with Information 
cards will be available GPL or LGPL
– Check http://jmrtd.org and http://nlnet.nl/

• Privacy issues are something for future work
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