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OverviewOverview

�Background
� D R M  b as i cs
� T h e  L i ce ns e S cri p t  p roj e ct :
� Objectives
� P r o ject d escr ip tio n
� T h e L icen seS cr ip t l a n g u a g e
� S o m e ex a m p l es

� C oncl us i ons
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BackgroundBackground
�Technology advances in content 
distr ib u tion f or m  b oth a thr eat and an 
op p or tu nity

� C ontent p r ovider s have lost b illions
� Napster, K az aa, etc .

� C onsu m er  E lectr onic ( C E )  m anu f actu r er s 
f ace now  com p etition of  the com p u ter  
indu str y
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The problems (some of)The problems (some of)
�Music and videos
� can be easily duplicated
� can be sh ar ed v ia P 2 P  netw o r k s
� dif f icult to  m anag e and co ntr o l

� C ont ent  p r ovider s w er e t h e f ir st  t o b e h it
� m o st o f  th e pr esent “ so lutio ns”  co m e f r o m  th e 
C P  industr y
• i n i t i a l l y :  c o p y  p r o t e c t i o n .

� th ey o f ten j o ined f o r ces w ith  co m puter  industr y
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Some opportunitiesSome opportunities
�For content providers and distributors
� all sorts of new business models are possible

• e . g . ,  p a y  p e r  v i e w
• t h e  s c o p e  o f  t h e  a p p l i c a t i o n  b r o a d e n s  e n o r m o u s l y
• t h e  w h o l e  d i s t r i b u t i o n  c h a i n  c a n  b e  r e -t h o u g h t

�For com puter m anuf acturers
� stepping  into th e h ug e C E  world
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For instance, gamesFor instance, games
�massively multiplayer games are a multi-
millio n  $  in d ustry in  K o rea
� millions of users
� h t t p : / / w w w . mp og d . c om/ g a mes/ ma ssiv ely . a sp

� th e user c an  d ef in e h is/ h er o w n  c h arac ters
� trad in g c h arac ters h as b egun  alread y
� w h a t  a b out  t h e rig h t s a nd  d ut ies of t h e a ut h or?
� rev enues,  lia b ilit y ,  ow nersh ip  p rot ec t ion. . .

� o th er ex ample:  D J
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Content: from monolithicContent: from monolithic
to p a tchw orkto p a tchw ork
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DRM basics 1DRM basics 1
�Wanted: 

A way of describing user 
righ t s &  righ t  at t ribut es

�T y p e o f  r i g h ts  ( S tef i k )
� render

• p r i n t ,  v i e w ,  p l a y
� t ra ns p o rt

• c o p y ,  m o v e ,  l o a n
� deri v a t i v e

• e x t r a c t ,  e d i t ,  e m b e d
� u t i l i t y

• b a c k u p . . .

�R i g h t attr i b u tes
� y o u  m i g h t  u s e i t  3 0  da y s  

b ef o re reg i s t eri ng
� u s e o nl y  i n N L
� no t  f o r p u b l i c  di s p l a y
� . . .  f o r no n-c o m m erc i a l  u s e 

o nl y  . . .
� . . .

� D ep end o n circumstances
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DRM basics 2DRM basics 2
�Even more wanted: 

a way of enforcing the correct application of 
u s er rights  &  right attrib u tes

� C ontex t-aware
� A l l owi ng  to c h ec k  ( l ater? )  th at th e ac tu al  
u s e c orres p onded to th e i ntended one

� A l l owi ng  fair use
� W e are tal k i ng  ab ou t dreams h ere. . .
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DRM basics 3:DRM basics 3:
a t ast e  o f  f air  u sea t ast e  o f  f air  u se

�Fair use is by definition an  ex c ep t io n  t o  t h e 
rul e

� I n  t h e U S  l eg isl at io n  d ep en d s o n
• t h e  p u r p o s e  a n d  c h a r a c t e r  o f  u s e
• t h e  n a t u r e  o f  t h e  c o p y r i g h t e d  w o r k
• t h e  a m o u n t  a n d  t h e  s u b s t a n t i a l i t y  o f  t h e  p o r t i o n  u s e d  
i n  r e l a t i o n  t o  t h e  w h o l e  w o r k

• t h e  effect o f  t h e  u s e
� E x am p l e:  m ak in g  a c o p y  o f  a b o o k  c h ap t er
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Reasons enough to get Reasons enough to get 
w or r i ed ,  or  c r az yw or r i ed ,  or  c r az y

So, after this reality check l et’ s g et 
b ac k  to c on c rete stu ff:  the 
L ic en seSc rip t p roj ec t



13 June 2003 S A F E -N L

University of Twente
The Netherlands

Centre for
T el em a ti c s a nd
I nform a ti on
T ec h nol og y

Principles of Principles of licensescriptlicensescript
� every piece of information should be 
eq uipped w ith a license
� music, videos, but also personal data
� any one sh ould be able to issue a license
� one sh ould be responsible of  w h at h e/ sh e say s 

� licenses should be verifiable
� licenses should evolve w ith the data.  
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Project’s goalsProject’s goals
�a framework for the
� specification
� enfor cem ent
� v er ification

of u s ag e p ol i c y  
�e. g al s o 
� pr iv acy  pol icies,
� softw ar e r ig h ts,  etc

� i mp l emen tati on
� on tr u sted  com ponents
� th e star ting  point is th e 
ar ch itectu r e
• l i k e  m e t a -S

� v eri fi c ati on
� pr ev entiv e ( m od el  
ch eck ing )

� r ecov er y  ( e. g . ,  intr u sion 
and  fr au d  d etection)
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ConstraintsConstraints
�Home environment
� music should be 
p la y a ble on  dif f er en t  
dev ices

� dev ices ma y  be off...

F rom d evic e ( or u s er)  
c entered  to d oma in-
c entered

� C os u mer’ s 3 A :
� con t en t  a ccess a n y t ime,  
a n y w her e,  a n y how .

� ea se of  use is cr ucia l 
f or  success

� P rovid er’ s  3 F :
� F lex ibilit y :  f or  a ll 
busin ess models.

� F in a n cia l ben ef icia l.
� F in e-g r a in ed con t r ol 
ov er  t he con t en t .
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license structurelicense structure
�data
� (pointer to) the music

� o p e r ati o n s
� prog ra m
� sta ting  w hich opera tions 
a re l eg itima te

� b i n di n g s
� the “ d a ta ”  in the 
prog ra m

b i n di n g s  m ay  c h an g e ,  
o p e r ati o n s  do n ’ t

data
o p e r ati o n s
b i n di n g s
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a simple examplea simple example

�operations example: 
canplay(B,  B)  : -

t o d ay(D ) ,  
g e t _ v alu e (B, e x pi r e s , E x d at e ) ,
E x d at e >  D .

� b ind ing s:  
e x pi r e s  =  1 0 / 1 0 / 2 0 0 3

d ata
operations
b ind ing s



13 June 2003 S A F E -N L

University of Twente
The Netherlands

Centre for
T el em a ti c s a nd
I nform a ti on
T ec h nol og y

another exampleanother example

�operation: 
canplay(B,  B’ )  : -

g e t  v alu e (B,  playe d  t i m e s ,  R ) ,
R < 1 0 ,
s e t  v alu e (B,  playe d  t i m e s ,  R + 1 , B’ ) .

� b ind ing s :  
played_times =  3 .

T h e pl ay  operation h as  
c h ang ed  th e b ind ing s

d ata
operations
b ind ing s
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getting highgetting higher  o r d erer  o r d er

data

o p e r ati o n s
b i n di n g s

data

o p e r ati o n s
b i n di n g s

data

o p e r ati o n s
b i n di n g s

a m u l t i s e t o f  
l i c e n s e s

an  o p e r at i o n  al w ay s  
d e t e r m i n e s  t h e  

r e w r i t i n g o f  a l i c e n s e  
i n t o  an o t h e r  o n e
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playing aroundplaying around
data

o p e r ati o n s
b i n di n g s

data

o p e r ati o n s
b i n di n g s

play data

o p e r ati o n s
b i n di n g s

data

o p e r ati o n s
b i n di n g s

c li p

data

o p e r ati o n s
b i n di n g s

data

o p e r ati o n s
b i n di n g s

data

o p e r ati o n s
b i n di n g s m i x

data

o p e r ati o n s
b i n di n g s

the license follows the content
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Rules: the missing stepRules: the missing step
�Rules allow to manipulate licenses
�Rules ar e th e f ir mwar e of  th e d ev ices
� E . g .

play(X)  :  li c (X,  ∆ ,  B )  ->  li c (X,  ∆ ,  B ’ )  < =  ∆  | - c an play(B , B ’ )

� N ecessar ily  h ig h er -or d er



13 June 2003 S A F E -N L

University of Twente
The Netherlands

Centre for
T el em a ti c s a nd
I nform a ti on
T ec h nol og y

Some conclusionsSome conclusions
� a license is a basically a program
� it is d e c a r a tiv e – th a n k s to  P R O L O G  

� licencescript h as an arch it ect u ral approach
� w e  d o n ’ t sa y  o n l y  w h a t it is su p p o se d  to  h o l d
� w e  c h e c k  it e x p l ic itl y
� it is a  script,  th in k  o f  a n  a p p l e t
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why PROLOGwhy PROLOG
� Procedural and declarative at once
� procedural: simple to implement
� declarativ e: clear

� R ecog niz ed b es t lang uag e f or m odeling  leg al 
reas oning

� I deal lang uag e f or ans w ering  y es / no ( m ay b e)  
q ueries  
� w h ich  is w h at w e need h ere: cf r: X rM L ’ s semantics ( X rM L
specif ication,  part 2 : A uth oriz ation alg orith m)

� q ueries can b e complex
� C an h andle h ig h er order
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what about other what about other D R L sD R L s

�Semantics
� XML-b a s e d  r i g h t s  l a n g u a g e  

• n o  f o r m a l  s e m a n t i c s …
• much more c o m p l e x  ( t r i e d  a  n u m b e r  o f  e x a m p l e s )

� G u n t e r  e t  a l .  a n d  P u c e l l a e t  a l .
• t o o  s t a t i c

� A r ch itectu r e
� n o t  q u i t e  t a k e n  i n t o  a c c o u n t ,
� h e r e :  v i e w  o f  C E  i n d u s t r y
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