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Simon L e l ie v e l d t
� Postbank ( 1 9 8 9 -1 9 9 5 )

– p r o j e c t  m a n a g e r  /  s t r a t e g y  p l a n n e r  
� D e  N e d e r l and sc h e B ank ( 1 9 9 5 -2 0 0 1 )

– s e n i o r  p o l i c y  a n a l i s t
• B I S  1 9 9 6 :  s e c u r i t y  o f  e -m o n e y ,  S u p e r v i s i o n  e -
m o n e y  ( C h i p p e r  /  C h i p k n i p ) ,  B I S  R e p o r t s  
( 1 9 9 9 ,  2 0 0 0 ) ,  D u t c h  p o l i c y  r e p o r t  ( 1 9 9 9 )

� I nd e p e nd e nt c onsu l tant ( 2 0 0 1  - . .  )
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Latest news… . .
…. . t e n  t h o u s an d  D u t c h c r e d i t c ar d s  w e r e  
b l o c k e d  l as t  w e e k  b y  I n t e r p ay , f o l l o w i n g
a f r au d -at t ac k  f r o m t h e  U S .  

I s  t h i s  a s e c u r i t y  p r o b l e m  ?

34  m i l j a r d  v i s a  b e t a l i n g e n  2 2  m i l j a r d  p o s ,  1 1  m i l j a r d  g e l d a u t o m a a t
6 8 0  m i l j a r d  d o l l a r 4 4 0  m i l j a r d  p o s ,  2 4 0  m i l j a r d  g e l d a u t o m a a t
1 , 2 1 5  m i l j a r d  v i s a  k a a r t e n

M a s t e r c a r d  e x c l u s i e f  M a e s t r o
1 1 , 9  m i l j a r d  p o s ,  1 , 7  m i l j a r d  g e l d a u t o m a a t

1 1 4 0  m i l j a r d  o m z e t 8 0 0  m i l j a r d  p o s  34 0  m i l j a r d  g e l d a u t o m a a t
5 9 0  c r e d i t  e n  4 8 5  m a e s t r o  =  1 , 0 7 5  m i l j a r d  k a a r t e n
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Outline
� Where i s  t he s ec u ri t y  ?
� R eg i o n a l  d i f f eren c es
� S ec u ri t y a s  p a rt  o f  t he b u s i n es s  m o d el
� M a n a g i n g  ri s k :  c a rd s  o n  t he w eb  
� F u t u re d ev el o p m en t s

S e c u r i t y  i n  i t s  c o n t e x t
1- l e g a l  c o n t e x t
2- b u s i n e s s  c o n t e x t
3- e v e n t  c o n t e x t
4- l i a b i l i t y  s h i f t  a s  a n  i n s t r u m e n t
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Where i s  t he s ec u ri t y  ?

Banks

C o nsu m e r M e r c h ant
I nst r u m e nt s
P r o c e d u r e s

C o nt r ac t s

L e g i sl at i o n

F e e s
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Where i s  t he s ec u ri t y - 2
� Payment s ys tems c o ns ti tu te o f

– u s e r  p r o c e d u r e s  (e a s y )
– t e c h n i c a l  i n s t r u m e n t s  (s a f e )
– l e g a l  o b l i g a t i o n s  (f a i r  l i a b i l i t i e s )
– c o m m e r i c a l  t e r m s  (f e e s )

� T h e r i g h t mi x / b al anc e i s  c r u c i al  !
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Are t h ere reg i o n a l  d i f f eren c es  ?  

B I S , h t t p : //w w w . b i s . o r g /p u b l /c p s s 5 4 p 2 . p d f ,  2 0 0 1
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Legal differences U S- E u ro p e
� US: 

– f e d e r a l  l e g i s l a t i o n  w i t h  r e s p e c t  t o  c a r d  
p a y m e n t s (r e g E ) ,  l i a b i l i t y  l i m i t  o f  U S  $  5 0

� E u r o p e : 
– R e c o m m e n d a t i o n s  w i t h  r e s p e c t  t o  c a r d  
p a y m e n t s ,  o n e  s p e c i f i c  l a w  i n  D e n m a r k ,  
m a n y c o d e s  o f  c o n d u c t ,  l i a b i l i t y  i n  
c o n t r a c t s :  1 0 0 -1 5 0  U S $
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Consequences of  U S  si t ua t i on
� Card issuers need to diminish fraud 
l ev el  b el ow  5 0  $  p er inc ident to remain 
in b usiness

� F raud measures suc c eed in this resp ec t 
and al l ow  issuers to g iv e c onsumers a 
g uarantee ‘ z ero-l iab il ity -p rog ramme’

� L ittl e need for safer instruments g iv en 
this g uarantee
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Consequences i n E ur op e
� No f e d e r a l  or  h a r m on i s e d  l e g i s l a t i on
� No h a r m on i s a t i on of  f r a u d  m e a s u r e s

� L oc a l  s ol u t i on s  i n  E u r op e ,  d i f f e r e n t  
l i a b i l i t y  l e v e l s ,  b a s e d  m os t l y  on c od e  of  
c on d u c t  a n d  c on t r a c t  t e r m s  
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MerchantsC o nsu m ers

A cq u i rerI ssu er
C l eari ng  N etw o rk

The business: f o ur p a r t y  m o d el

Interchange f ee

P ay m ent

S erv i ce chargeA nnu al  f ee &  
l o an i ntres t rate
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Credit- c a rd A u s tra l ia (a c q u irer)
� Merchant s erv i ce f ee o f  $  1 , 7 8  
� C o m p o s i ti o n:

– i n t  f e e  $  1 , 0 6
– r e v e n u e $  0 , 7 2    
– c o s t : $  0 , 4 3

• f r a u d $  ( 0 , 0 1 )   
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Credit- c a rd b u s in es s  c a s e ( is s u er)
� Revenue $  2 , 6 9

– I n t r . M a r g $  1 , 3 6
– I n t e r c h . f e e $  0 , 9 5
– a n n e t c . $  0 , 3 8

� C o s t $  1 , 9 3
– c r e d i t  l o s s $  0 , 3 5
– f r a u d $  0 , 0 7
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Credit c a rd b a n k s  in  U S
� Large c red i t c ard  b an k s ( 2 0 0 1 )  

– n e t  e a r n i n g s  b e f o r e  t a x e s  e q u a l  t o 3 . 2 4  
p e r c e n t  o f  c r e d i t  c a r d  b a l a n c e s

– c r e d i t  c a r d  e a r n i n g s c o n t i n u e t o  c o m p a r e  
f a v o r a b l y  t o r e t u r n s o n  a l l  o t h e r c o m m e r c i a l  
b a n k  a c t i v i t i e s

– a v e r a g e  r e t u r n o n  a l l  a s s e t s , b e f o r e  t a x e s
a n d e x t r a o r d i n a r y i t e m s , f o r c o m m e r c i a l  
b a n k s i n  2 0 0 1  w a s  1 . 7 9  p e r c e n t .  

– h t t p : //w w w .f e d e r a l r e s e r v e .g o v /b o a r d d o c s /r p t c o n g r e s s /c r e d i t c a r d / 2 0 0 2 / c c p r o f i t .p d f
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Visa f r au d  d at a
� VISA USA: (2000)

– F r a u d  l o s s e s  f o r  e v e r y $  1 0 0 :
1 9 9 2:  1 8  c e n t s
1 9 9 8 :  7  c e n t s
1 9 9 9 :  6  c e n t s

� VISA E U: 
8  c e n t s  i n e v e r y $ 1 00 s p e n t (2001 )
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First conclusion
� Payments ar e a r i sk y b u si ness

b u t r i sk  c an b e manag ed … . .
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Main threats w eb- p ay m ents
� Unsafe P C ,  m ak i ng c u st o m er  
au t h ent i c at i o n t h e w eak  sp o t

� S l o p p y  m er c h ant s t h at  d o  no t  p r o t ec t  
c o nsu m er  i nfo r m at i o n

� F al se m er c h ant s c o l l ec t i ng  v al i d  c l i ent  
i nfo r m at i o n

� B ad  i nt er fac es w i t h  c o nsu m er  
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Very first developments ( 1 9 9 4 )
� Microsoft and Visa de v e l op S E T T  
( se cu re e l e ctronic transaction 
te ch nol og y ) 

� N e tscap e and Maste rcard w ork ing on
S E P P  ( se cu re e l e ctronic p ay m e nt
p rotocol ) 

� 1 9 9 5 / 1 9 9 6 :  Visa/ Maste rcard de v e l op   
S E T  ( S e cu re  E l e ctronic T ransaction)
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Situation:  1 9 9 5- 2 0 0 0
� Merchants calculate,  m anag e and   
accep t the ri sk s i nv o lv ed  w i th 
charg eb ack s cred i t-card s

� B ank s and  card  i nd ustry :
– D e v e l o p S E T  a s  a  s a f e r  p r o d u c t  
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The ‘SET- d ev el o p m en t ’
� Framing t h e  is s u e  as  a s e c u rit y is s u e  

– 1 : w a r n  c o n s u m e r  a b o u t  u n s a f e t y  o f  c c -
p a y m e n t s o v e r  t h e  w e b

– 2 :  f o r b i d  (i f  p o s s i b l e )  c c -p a y m e n t s  o v e r  
w e b

– 3 :  d e v e l o p S E T  a s  a  s a f e  p r o d u k t
� - - >w il l  f o rc e  me rc h ant s  t o  ad o p t  S E T



21

© S  L e l i e v e l d t  S A F E -N L  m e e t i n g  J u n e 1 3 ,  2 0 0 3

Results - 1
� Publicity campaign unsafe cr ed it-car d  
number s w o r k ed

� R esear ch  in 1 9 9 9 sh o w ed :
– 4 0  %  w o n ’ t  g i v e  c c  n u m b e r  o v e r  p h o n e  
– 6 0  %  w o n ’ t  g i v e i t o v e r  t h e  w e b

Jupiter M ed ia M etrix  h a s  f o un d (Jun e, 2 0 0 1 ) th a t c o n s um ers  b el iev e th a t o n l in e f ra ud is f a r
m o re prev a l en t th a n  it a c tua l l y is . A l th o ug h  o n l in e c red it c a rd  f ra ud  ra tes a re th ree o r f o ur 
tim es  th a t o f reta il -rel a ted  f ra ud in g en era l , c o n s um ers  b el iev e th a t th eir c red it c a rd is  1 2
tim es m o re l ik el y  to  b e d ef ra ud ed  o n l in e th a n  o f f l in e.
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Results  - 2
� Creditcard w o rk s f in e f o r U S  m erch an ts  
an d cu s to m ers  ( z ero  l iab il ity )

� D u tch w eb -co m p an ies w en t ab ro ad to  
acq u irin g  b an k s

� F o rb iddin g  u s ag e o n  th e w eb  do es  n o t 
w o rk
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Results - 3
� I-p a y  w i t h S E T i n t r o d u c e d i n  N L  
� S o m e  S E T -s o l u t i o n s  i m p l e m e n t e d

– S E T b e c a m e h e a v y  w a l l e t -s o l u t i o n
– I m p l e m e n t a t i o n  c o s t s  m e r c h a n t  v e r y h i g h
– S e t u p a n d i n s t a l l  p r o b l e m s  f o r  c o n s u m e r  
– T o o f e w  s h o p s a c c e p t i n g p r o d u c t  ( 8 0 )

� S S L  b e c a m e  t h e  s t a n d a r d
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Reconsideration of  ap p roach
� Cleanup to pr ev ent m i s us e old f i les :

– M a s t e r c a r d a n d  V i s a  U K  a n n o u n c e 3  d i g i t  
v e r i f i c a t i o n  c o d e  t o  b e  u s e d  o n  w e b  a s  o f  
A p r i l  1 ,  2 0 0 1

� E m ph as i s b es t pr ac ti c es  w eb m er c h ant
� D ev elopm ent of  new er  li g h t-w ei g h t 
s oluti ons  i n c om b i nati on w i th  th r ee 
d om ai n m od el and  li ab i li ty s h i f t 
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New web- s o l u t i o n s
� Disposable c r ed it c ar d  n u m ber s f or  
on lin e sh oppin g
– A m e x ,  M B N A ,  A B N  A M R O  e -w a l l e t

� 3 D-sec u r e
– V i s a :  V e r i f i e d b y V i s a
– M a s t e r c a r d :  S e c u r e  c o d e

– i n  c o m b i n a t i o n  w i t h  l i a b i l i t y  s h i f t
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Liability s h if t
� On 1  A p r i l  2 0 0 2 ,  c h a r g eb a c k s o n t h e 
I nt er net c ea s ed  t o  b e t h e s o l e 
r es p o ns i b i l i t y o f  t h e M er c h a nt .  T h e
l i a b i l i t y  f o r  r ep u d i a t ed e-c o m m er c e 
t r a ns a c t i o ns  w i t h i n t h e E U R eg i o n 
m o v ed  t o t h e I s s u er  i f t h e M er c h a nt i s
p r o t ec t ed  b y  ' V er i f i ed  b y V i s a ' .
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Three Domain Model (3D)

Authentication 
and  

p ay m ent m es s ag es

Authentication 
and  

p ay m ent m es s ag es

I nter netI nter net

I s s uer  authenticates  
C ar d hol d er
us ing  I s s uer  

s p ecif ied  techniq ue

I s s uer  authenticates  
C ar d hol d er
us ing  I s s uer  

s p ecif ied  techniq ue

Acq uir er  d ef ined
p ay m ent p r oces s ing  

ap p r oach

Acq uir er  d ef ined
p ay m ent p r oces s ing  

ap p r oach

I nter netI nter netCardholder

I s s u er

M erc han t

A c q u i rer

I s s u er D om ai n I n t erop erab i li t y
D om ai n

A c q u i rer D om ai n
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Additional supportive action:
� Elimination of  s u b -s u b me r c h ants
� H ig h  f e e s  and  p e naltie s  f or  c h ar g e b ac k s
� C ou r t c as e s  if  w e b me r c h ant d oe s n’ t 
p ay  b ac k  c h ar g e -b ac k s

� C ontinu e d  e mp h as is  on b e s t p r ac tic e s  
f or  w e b me r c h ants
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What hav e  w e  s e e n ?
� Security determined b y:

– r e g i o n a l  c o n t e x t  
– l e g a l c o n t e x t
– b u s i n e s s  c o n t e x t
– e v o l u t i o n  /  l e a r n i n g  c u r v e

� L ia b il ity s h if t a s  a  p o w erf ul  incentiv e
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What’s next ?  
� Major f rau d  c on c e rn s :

– c o u n t e r f e i t  c a r d s
– c a r d  n o t  p r e s e n t  t r a n s a c t i o n s
– l o s t  a n d  s t o l e n  c a r d s

� l e ad i n g  t o 
– 3 D  s o l u t i o n s  o n  t h e  w e b
– i m p l e m e n t a t i o n  o f  E M V  ( I C -c h i p )
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What’s next i n the N ether l and s ?
� The l i a b i l i t y  s hi f t  a s  t he s o l u t i o n  f o r  
d i r ec t  d eb i t  p a y m en t s  o n t he w eb
– i f  n o t  p r o c e s s e d  a c c o r d i n g  t o  s t a n d a r d i z e d  
r u l e s , l i a b i l i t y  f o r  e r r o n e o u s /f r a u d u l o u s  
p a y m e n t s  s h i f t s  t o  a c q u i r e r  / m e r c h a n t s

� S l o w  i m p l em en t a t i o n  o f  3 D -s o l u t i o n s
� V er y  s l o w  i m p l em en t a t i o n  o f  E M V

– c o n f e r e n c e  1 8 t h  o f  J u n e  i n  A m s t e r d a m
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Questions ?


