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Content

• C o n t e n t  P r o t e c t i o n

• D i g i t a l  R i g h t s  M a n a g e m e n t

• C o n t e n t  B a s e d  A c c e s s
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Motivation Content Protection

• N e t w o r k  a n d  e n c o d i n g  t e c h n o l o g y  e n a b l e s  

e a s y  d i s t r i b u t i o n  o f  c o n t e n t

• C o n t e n t  o w n e r s  w a n t  t o  m a i n t a i n  c o n t r o l  

o v e r  t h e i r  c o n t e n t

• C o n s u m e r s  w a n t  u n r e s t r i c t e d  a c c e s s
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Players in Content Protection
• T h e  c o n t e n t  g e n e r a t o r s  ( M P A A ,  R I A A ,  I F P I , . . . ,  W a r n e r ,  D i s n e y )

• T h e  p a c k a g e r s  ( e . g .  B r o a d c a s t e r s :  C a n a l + ,  N D S ,  . . ;  w e b  p o r t a l s )

• T h e  I T  i n d u s t r y  ( I n t e l ,  M i c r o s o f t . . . . . )

• T h e  C E  i n d u s t r y  ( P h i l i p s ,  T h o m s o n ,  S o n y ,  M E I ,  . . )

• T h e  “ s o l u t i o n  p r o v i d e r s ”  ( M a c r o v i s i o n - D i g i m a r c - V e r a n c e )

• T h e  c o n s u m e r s  ( H o m e  r e c o r d i n g  r i g h t s  c o a l i t i o n ,   . . )

• T h e  r e g u l a t o r s  ( U . S .  F e d e r a l  G o v e r n m e n t ,  E U ,  . . )

• T h e  s t a n d a r d i z a t i o n f o r a ( D V D  C P T W G ,  S D M I ,  M P E G ,  . . . . )

• L i c e n s i n g  a g e n c y ,  C C A  ( C S S ) ,  D T L A  ( 5 C ) ,  4 C  . . .  

• T h e  h a c k e r s ,  p i r a t e s ,  . . .  ( a n o n y m o u s )
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Compliant World

• A ll c onte nt is  e nc ry pte d on all inte rf ac e s  

• Controlle d b y  CS S ,  5 C,  4 C,  M ille nniu m,  . . .  

N on- Compliant World 

• A ll analog  de v ic e s ,  s ome  dig ital

au th e ntic ation

e nc ry ption

w ate rmark ?

• B y  lic e ns ing  c ontrac t:

no u nprote c te d ou tpu t

A nalog

D ig ital 

T o av oid analog  c irc u mv e ntion

D V D  R O M

V H S

Rush

Vision on Content Protection
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Motivation Digital Rights 

Manage m e nt

• D R M  s h o u l d  g o  beyond c o p y  p r o t e c t i o n

• D R M  s h o u l d  e n a b l e  f l ex i bi l i t y i n  b u s i n e s s  m o d e l s

• D R M  s h o u l d  b e  a n  e n a b l e r  f o r  E - c om m er c e

• D R M  s h o u l d  d e l i v e r  a  f l e x i b l e  r i g h t s  enf or c em ent  

s ys t em f o r  t r a d i n g  a n d  m a n a g e m e n t  o f  d i g i t a l  

c o n t e n t
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Current DRM solutions

• I n t e r t r u s t  

• M i c r o s o f t  m e d i a  p l a y e r  /  W i n d o w s  X P  

• S m a r t r i g h t  ( c o n t r o l  t h e  i n h o m e  n e t w o r k ,  
s m a r t c a r d )

• O C C A M M  ( j u s t  a  s e c u r e  ‘ p i p e ’ ,  e n d - t o - e n d  ,  ‘ n o ’  
s t o r a g e ,  ‘ n o  p r o c e s s i n g ’ )

• O p e n  M a g i c  G a t e ,  S O N Y  ( s t a r t e d  a s  s e c u r e  f l a s h  
c a r d )

• I B M - E M M S
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DRM in home networks

No restrictions on 
p ersona l  u se of  content 
a t h om e

C ontrol l ed  a nd  l eg a l  
im p ort of  content to th e 
h om e

C ontrol l ed  ex ch a ng e 
b etw een h om es
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Authorized Domain

WWW
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Authorized Domain

• C o l l e c t i o n  o f  d e v i c e s

– B e l o n g i n g  t o  a  p e r s o n  o r  h o u s e h o l d  

– S i z e  o f  t h e  d o m a i n  i s  l i m i t e d

• C o n t e n t  w i t h i n  t h e  d o m a i n

– M u l t i p l e  c o p i e s .

– F r e e  a c c e s s .

– F r e e  p r o c e s s i n g .  

• I m p o r t  a n d  e x p o r t

– S t r i c t  c o n t r o l  o f  c o p y r i g h t  r u l e s .  

– F r o m  s e r v i c e  p r o v i d e r  /  c o n t e n t  o w n e r .

– I n t e r - d o m a i n  e x c h a n g e .
Problem
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Technology: Domain management

• S e c u r e  i n t e r - d e v i c e  c o m m u n i c a t i o n s

– S e c u r e  A u t h e n t i c a t e d  C h a n n e l  ( S A C ) .

– P r i m a r i l y  f o r  d o m a i n  m a n a g e m e n t  i n f o r m a t i o n .

• D e v i c e  r e g i s t r a t i o n  

– D e v i c e  a u t h e n t i c a t i o n  a n d  c o m p l i a n c e  c h e c k

– A u t h e n t i c a t i o n  b a s e d  o n  c e r t i f i e d  c r y p t o g r a p h i c  k e y s .

– D e v i c e  c o m p l i a n c e  c h e c k  � r e v o c a t i o n  l i s t s .

• O p t i o n s  f o r  s i z e  l i m i t a t i o n

– B a s e d  o n  m a x i m u m  n u m b e r  o f  d e v i c e s .

– B a s e d  o n  c o n s u m e r  i d e n t i f i c a t i o n .
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Technology: Content management

• M u l t i p l e  c o p i e s  a l l o w e d  w i t h i n  d o m a i n

– C o p i e s  a r e  b o u n d  t o  t h e  d o m a i n .

– A c c e s s  o n  E V E R Y  d o m a i n  d e v i c e .

• I m p o r t  o f  c o n t e n t .

– C h e c k  f o r  c o n t e n t  r u l e s  a t  i m p o r t
• W a t e r m a r k s

• D i g i t a l  l i c e n s e s

– T e m p o r a r i l y  o r  p e r m a n e n t
• D e t e r m i n e d  b y  t h e  c o n t e n t  p r o v i d e r

• S e c u r e  s t o r a g e  o f  l i c e n s e s .

– D i s t r i b u t e d  s t o r a g e  ( t o g e t h e r  w i t h  t h e  c o n t e n t )

– C e n t r a l  d a t a b a s e
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Content Based Access (1)

• M o t i v a t i o n :  L i m i t  c o n t e n t  a c c e s s  t o  

a u t h o r i z e d  s u b j e c t s

• G o a l :  F i n e  g r a i n e d  a c c e s s  t o  c o n t e n t

• A p p r o a c h :  e x p l o i t  m u l t i - m e d i a  r e t r i e v a l  

t e c h n o l o g y
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Content Based Access (2)

• S e l e c t i v e  A c c e s s  t o  V i d e o  M a t e r i a l

• I n g r e d i e n t s

– M P E G - 4  ( v i d e o  c o d i n g )

– M P E G - 7  ( m e t a  d a t a )

– O D R L  ( a c c e s s  d e s c r i p t i o n )
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Content Based Access (3)
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Content Based Access (4)

Receiver Terminal

S erver Terminal

O D RL
t ex t  f ile

A V  d at a

S cene
d es crip t io n

O b j ect
d es crip t o rs

M P E G - 4
To o l

M P E G - 4
f ile

O D RL
d o cu ment
g enerat io n

M P E G - 7
t ex t  f ile

M et ad at a
d es crip t io n
g enerat io n

reference reference

V R M L

M P E G - 4
p lay er

Java machine and transport provider

W indow  control
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Content Based Access (5)

login

G e t  p e r m is s ion
O D R L  t e x t

f ile

P la y

G e t  ob j e c t  f r om

M e t a d a t a
d e s c r ip t ion

M P E G - 7  t e x t

f ile

G e ne r a t e  e v e nt
in s c e ne

d e s c r ip t ion

M P E G - 4
V R M L  f ile

P la y  w it h

M P E G - 4  p la y e r

No

Y e s



SAFE- N L  m e e t i n g ,  Am s t e r d a m ,  J u n e  1 4 ,  2 0 0 2

Content Based Access (6)
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Concluding remarks

• D R M  i s  a  c r u c i a l  e n a b l e r  f o r  d i g i t a l  c o n t e n t  
d i s t r i b u t i o n .

• A u t h o r i z e d  D o m a i n s  o f f e r  a  b a l a n c e d  D R M  
s o l u t i o n  b e t w e e n  t h e  i n t e r e s t s  o f  t h e  v a r i o u s  
s t a k e h o l d e r s .

• C o n t e n t  b a s e d  a c c e s s  o p e n s  t h e  w a y  t o  n e w  
a p p l i c a t i o n s .


