
Security and privacy in mobile agent systems 1

Security and privacy in mobile 
agent systems

Kathy Cartrysse
K.Cartrysse@ITS.TUDelft.nl

18-01-2001



Security and privacy in mobile agent systems 2

Outline

• Introduction PISA
• Agent systems
• Agent security
• Conclusions



Security and privacy in mobile agent systems 3

PISA
Privacy Incorporated Software Agent

Building a privacy guardian for the electronic age
Jan. 2001- Jan. 2004
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Objective

• Demonstration of PET as a secure technical 
solution to protect the privacy of the citizen 
when he/she is using intelligent agents in e-
commerce or m-commerce applications, 
according to EC-directives on privacy.
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PET

Privacy Enhancing Technologies:
Technology that guarantees that only strictly 
necessary identifying data will be recorded.

Examples: blind signature, private credentials, 
pseudonyms…
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Role TU Delft

• Design and development of a security and 
privacy architecture for intelligent agent 
systems. 
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Agent systems

• ‘An agent is a software thing that knows 
how to do things that you could probably do 
yourself if you had the time.’

• Properties:
Mobile, autonomous, intelligent, interactive, 
…
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Examples

• Personal digital assistant
• Travel agency
• Scheduler
• Job seeker
• Data collector
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Threats towards the agent

• Altering the agent’s functionality
• Duplication of the agent
• Masquerading
• Fraud with user’s identity
• Data communication/ storage
• Wrong execution of functions
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Agent security

1. Security at system level

2. Security of the agent
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PKI and privacy

Requirement PKI: elements in the system 
must be able to authenticate each other by 
giving minimal identification information.

•Variant of X.509 – certificates
•Private credentials
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Agent security: Static data
Static data: Data that is stored in the agent before it leaves the user’s 

computer and is not changed afterwards
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Agent security: Dynamic data
Dynamic data: Data that is stored in the agent after it has left the user’s 
computer.
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Protection of retrieved data

• Conventional solution: encryption of each piece of 
information from every single node on the network.

• Disadvantages:

- Inefficient in storage space
- Data can easily be altered or removed

a1

a2

an

Encryption

Encryption

Encryption

u

a1

a2

an

k



Security and privacy in mobile agent systems 19

Example

• Network: 1024 nodes
• Agent: 128 byte public key

collects 4 bytes of infor-
mation from each node

• After encryption: 128 Kbytes of data of 
which 4 Kbytes is information
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Solution: sliding encryption

• Objective: an agent can gather small 
amounts of data from several nodes across 
the network, and public key encrypt each 
piece of data without wasting an excessive 
amount of storage space.
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Sliding encryption
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Sliding decryption

S

Da3

Da1

A
Accumulator  last 
round encryption

D

W

a2



Security and privacy in mobile agent systems 24

Example

•Network: 1024 nodes
•Agent: 128 byte public key collects 4 bytes          

of information from each node

v

t

u

u = 4 bytes

v = 12 bytes

t  = 16 bytes

128 bytes (1024 bits)

# blocks in row = 128/16 = 8

# rows in stack = 1024/8 = 128

Needed storage space 16 Kbytes + 128 bytes (accumulator)

Gain = 7.9!
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Transmitted data
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Transmitted data: Data that is sent by the agent to other elements in the 
system. By reading this data, the user can check the agent’s actions
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Agent security: Functions
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Agent security: functions
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Agent security: Privacy mechanisms

• Blind digital signatures
• Partial blind signatures
• Blinded credentials
• Pseudo-identities
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Agent security: Trust mechanisms

• Social control / reputation

• Certificates

• Zero-knowledge techniques
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Agent security: infrastructure 
specific measures

• Closed vs. open network
• Possible constraints on the processing 

power
• Availability / reliability
• Capacity
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Legal aspects

• European law: 9 principles

Agent must obey these principles

1. Intention & notification

2. Transparency

3. Finality

4. Legitimate grounds

5. Quality

6. Data subject rights

7. Security

8. Processor

9. Transfer
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7. Security

8. Processor

9. Transfer



Security and privacy in mobile agent systems 32

Security process
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Conclusions

• Agent security differs from conventional 
security in the sense that agent is not 
located at a trusted computer.

• Main problems:
– Integrity of retrieved data

– Computing with private data
– Computing with private functions
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Questions


