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Introduction: The PINPAS Project
• P r o g r a m  I N f e r r e d P o w e r  A n a l y s i s  i n  S o f t w a r e
• P a r t n e r s :

– T N O -T P D   ( J a n  V e r s c h u r e n ,  J a a p d e  V o s )
– T U / e  ( J e r r y  d e n  H a r t o g ,  E r i k  d e  V i n k )

• D e t e c t  D P A  p o s s i b i l i t i e s  i n  a n  e a r l y  s t a g e .
• U s e  o f  s i m u l a t i o n :

– N o  c a r d  n e e d e d .
– Q u i c k l y  t e s t  a l g o r i t h m s  a n d  c o u n t e r m e a s u r e s .



Power Analysis (1)
Measure Power Consumption (power trace) :

Power Consumption in D E S .



Power Analysis (2)
• S i m p l e  p o w e r  a n a l y s i s

– T i m i n g

– P o w e r  c o n s u m p t i o n  r e l a t e d  t o  c a l c u l a t e d  
d a t a :  1  u s e s  m o r e  p o w e r  t h a n  0 .

0 0 0 1  1  0 0 0 



Differential Power Analysis (DPA)
• G e n e r a t e  l o t s  o f  t r a c e s
• P r e d i c t  v a l u e  &  u s e  t o  s p l i t  t r a c e s
• C o m p a r e  a v e r a g e  p o w e r  c o n s u m p t i o n  
(difference trace)

• D i f f e r e n c e  i f  v a l u e  p r e d i c t e d  c o r r e c t l y

Recognizing second input byte in start of AES



Extracting keys with DPA
• F i n d  i n t e r m e d i a t e  v a l u e  w h i c h  d e p e n d s  o n  
part o f  t h e  k e y

• G u e s s a  v a l u e  o f  t h i s  p a r t  o f  t h e  k e y
• C a l c u l a t e  v a l u e  u s i n g  g u e s s
• C o r r e c t  g u e s s  w i l l  s h o w  a  d i f f e r e n c e
• I n c o r r e c t  g u e s s  w i l l  n o t



Example: AES (R i j n d ael)
• S y m m e t r i c  c i p h e r  1 2 8  b i t s  k e y  ( i . e .  1 6  b y t e s )
• F i r s t  r o u n d  s t a r t s  w i t h :

• I n t e r m e d i a t e  v a l u e : input[ i ] ^ key-g ues s .  
( N e e d  t o  c h e c k  2 5 6  p o s s i b i l i t i e s . )

void A ddR ou n dK e y ( )
{  
f or (  i =  0 ;  i <  1 6 ;  i+ +  )
{  
in p u t da t a [  i ]  =  in p u t da t a [  i ]  ^  k e y [  i ] ;

}
}



PINPAS Tool
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• S i m u l a t i o n  o f  p r o g r a m  o n  s m a r t  c a r d  
• S i m u l a t e d  p o w e r  t r a c e s
• D P A  b a s e d  o n  a l g o r i t h m

55



PINPAS TOOL: Flexibility
• C h o i c e  i n  p r o g r a m

– D i f f e r e n t  a l g o r i t h m s
– D i f f e r e n t  i m p l e m e n t a t i o n s  ( s o f t w a r e  d e f e n s e s )

• C h o i c e  i n  s i m u l a t o r
– W o r k  w i t h  d i f f e r e n t  c a r d s
– A l t e r  o r  e x t e n d  e x i s t i n g  s i m u l a t i o n  ( h a r d w a r e  
d e f e n s e s ,  c o p r o c e s s o r )

• C h o i c e  i n  l e a k a g e  p r o f i l e
– S i m u l a t e  d i f f e r e n t  s i d e  c h a n n e l s



Demonstration.



Conclusions
• P o w e r  a n a l y s i s  p o s e s  t h r e a d  t o  s e c u r i t y  
s m a r t  c a r d .

• P I N P A S  T o o l :  S i m u l a t i o n  t o  t e s t  i n  e a r l y  
d e v e l o p m e n t  s t a g e s
– C a n  t e s t  h a r d w a r e  a n d  s o f t w a r e  d e f e n s e s .

• C a n  e x t e n d  t o  o t h e r  s i d e  c h a n n e l  a t t a c k s .
• T e s t s  d o n e  w i t h  e . g .  D E S ,  A E S ,  R S A .


