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Contents of this talk
• TNO EIB and TNO ITSEF bv
• C o m m o n c r i t e r i a e val u at i o ns
• Sm ar t  c ar ds  and J ava C ar d
• Ex am p l e s  f o r  w h i c h  m o de l s  h ave  t o  be  i m p r o ve d
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TNO EIB
• Evaluation centrum for Information Security
• F ormulating  s ecurity req uirements  and  

tes t and  ap p roval p roced ures  for information s ys tems
• R es tricted  to evaluations  ( no p rod uct d evelop ment 

activities )
• Evaluations  d uring  w h ole traj ectory of d evelop ment of 

s ecurity p rod ucts
• Strict p roced ures  for maintaining  client s ecrecy of 

s ens itive information
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TNO EIB
• Customers:

• E n d u s e r s
• F i n a n c i a l  o r g a n i s a t i o n s
• G o v e r n m e n t s
• M o b i l e  n e t w o r k  o p e r a t o r s

• P r o d u c e r s  o f  s e c u r e  c o m p o n e n t s  l i k e
• C h i p  m a n u f a c t u r e r s
• S m a r t  c a r d  m a n u f a c t u r e r s
• T e r m i n a l  m a n u f a c t u r e r s
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TNO EIB becomes TNO ITSEF BV
• Teams up with TNO ITSEF BV, per January 1, 2004
• ITSEF:   IT Sec urity Ev al uatio n Fac il ity
• Staf f  o f  40 ex perts ( B. Sc , M . Sc . , P h. D )  
• A c c red ited  l ab  f o r:

• C o m m o n  C r i t e r i a ,  M a s t e r C a r d ,  V i s a ,  Z K A ,  I n t e r p a y ,  …
• C o mmo n C riteria ( C C )  ev al uatio ns

• F o r  I T  s e c u r i t y  c o m p o n e n t s
• U s e  o f  f o r m a l  m e t h o d s  f o r  h i g h e r  e v a l u a t i o n  l e v e l s
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About smart cards
• Smart cards are security devices that may hold 

p erson al in f ormation  p rotected b y a secret.
• Smart cards are curren tly used in  man y areas,  such as

• F i n a n c e
• H e a l t h
• T e l e c o m

• O ld smart cards have a p rop rietary op eratin g  system 
w hich mak es it dif f icult to develop  ap p lication s
• M ark et shif ts to J ava C ard smart cards
• O n e p latf orm:  less ef f ort to develop  ap p lication s
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Communication with a smart card

Host or CAD

Ca rd

request

Step 1: Host sends request to the card

p ro c essi n g

Step 2 : C ard processes thi s request

a n sw er

Step 3 : C ard responds w i th an answ er
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Architecture of a smart card

Applet

S m a r t c a r d  h a r d w a r e a n d  o per a ti n g  s y s tem

Appli c a ti o nAppli c a ti o n

S y s tem  c la s s es  ( f o r  a pplet,  tr a n s a c ti o n ,  i / o  m a n a g em en t)

N a ti v e m eth o d s

J a v a  C a r d  AP I I n d u s tr y  s pec i f i c  AP I s
J
C
R
E

AppletApplet

J a v a  C a r d  V i r tu a l M a c h i n e

S m a r t c a r d  h a r d w a r e                        

I n s ta ller
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Java Card smart cards
• Java Card is intended for smart cards and memory-

constrained devices 
• Java Card is al ik e Java,  b u t mu ch  and mu ch  smal l er
• T h erefore,  it ex cl u des

• L a r g e  d a t a t y p e s
• M u l t i -d i m e n s i o n a l  a r r a y s
• G a r b a g e  c o l l e c t i o n
• O n -c a r d  b y t e c o d e  v e r i f i e r  ( u n t i l  n o w )

• M u l tip l e ap p l ications may b e stored on a card
• I t su p p orts p ost-issu ance dow nl oading  of ap p l ications
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Java Card smart cards (2)
• Java’s sandbox model does not exist in Java Card
• V erif ic ation of  by tec ode h ap p ens of f -c ard
• T h eref ore,  oth er sec u rity  measu res are imp lemented 
• S ec u rity  f eatu res of  Java Card inc lu de

• T r a n s a c t i o n  m e c h a n i s m  w i t h  r o l l -b a c k  ( a t o m i c i t y )
• A p p l e t  f i r e w a l l  a n d  o b j e c t  s h a r i n g
• P e r s i s t e n t  a n d  t r a n s i e n t  m e m o r y  m o d e l s



TNO EIB, 21 nov 2003J a va  C a r d  s e c u r i t y 11t

Application development and loading
Source code (.java)

Card

J ava com p i l er

J ava b y t ecode (.cl as s )

J ava C ard b y t ecode (.cap ) con vert er

O f f -card veri f i er

Y es !O k ay ?

N o!   D an g erous ! !

M al i c i o u s  s o u rc e  c o de

M al i c i o u s  CA P  b y t e c o de
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TNO and Java Card security
• Evaluation of smart cards:

• E x t e r n a l  a t t a c k s  ( v o l t a g e  m a n i p u l a t i o n ,  D P A ,  D F A ,  … )
• I n t e r n a l  a t t a c k s  ( p r o b i n g ,  F I B ,  o p t i c a l  R O M  a n a l y s i s ,  … )

• A s a se curity  lab ,  T N O  EI B  tests th e  se curity  fe ature s of 
J ava C ard:
• T r a n s a c t i o n  m e c h a n i s m  w i t h  r o l l -b a c k
• A p p l e t  f i r e w a l l  a n d  o b j e c t  s h a r i n g
• P e r s i s t e n t  a n d  t r a n s i e n t  m e m o r y  m o d e l s
• U s i n g  v e r i f i e d  C A P  f i l e s

• J oine d force s w ith  R iscure ,  C ollis,  K U N
• A s a future  C C  lab ,  T N O  I T S EF  B V  is inte re ste d to offe r 

formal me th ods for se curity  e valuations to custome rs
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Common Criteria evaluations
• Seven Evaluation Assurance Levels (EALs)
• EAL1 -EAL5  m ak e use of  in- and  sem i-f orm al m eth od s
• EAL6  and  EAL7  req uire f orm al m eth od s
• F or J ava C ard  ap p lications:

f unctional sp ecif ication w ith  J ava M od elling  Lang uag e
• F o r m a l  b e h a v i o u r  o f  a n  a p p l i c a t i o n  e x p r e s s e d  i n  c l a s s  i n v a r i a n t s ,  
m e t h o d  p r e - a n d  p o s t -c o n d i t i o n s

• Allow s f or p rog ram  verif ication using
• J M L  R u n t i m e  c h e c k e r  ( t e s t i n g )
• E S C / J a v a  ( s e m i -f o r m a l  v e r i f i c a t i o n )
• L O O P  ( f o r m a l  v e r i f i c a t i o n )
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Program verification
• When doing program verification, one proves properties  

ab ou t programs
• P rograms  may  terminate normal l y  or ab ru ptl y  

( or not at al l )

• F or ex ampl e, a w al l et appl ication maintains  a b al ance
• A  property  for this  w al l et appl ication may  b e:

t h e b a l a n c e i s n ever n eg a t i ve
• T his  property  s hou l d ( at l eas t)  hol d b efore and after 

proces s ing of the incoming req u es t
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Formal verification
• For a correct application, one needs to verify that it 

b ehaves properly
• H ow ever, only proving  properties ab ou t a sing le 

application is not alw ays su fficient
• O ne needs to tak e into accou nt the interaction of the 

application w ith its environm ent

• E x am ples:
• T r a n s a c t i o n  m e c h a n i s m
• A p p l e t  f i r e w a l l
• P e r s i s t e n t  a n d  t r a n s i e n t  m e m o r y  m o d e l s
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Transactions
• The JCVM guarantees that assignments to fields are atomic
• H ow ev er,  multip le consecutiv e assignments are not atomic
• Jav a Card introduces tr a ns a c ti ons
• A  transaction mak es a p art of the p rogram atomic

• E x amp le:  imp lementation of a changePIN method.
• A s s u m e  a  n e w  P I N  v a l u e  o f  f o u r  d i g i t s ;
• E n s u r e  t h a t  a f t e r  a p p l y i n g  t h i s  m e t h o d  t h a t :

• t h e  P I N  v a l u e  h a s  c h a n g e d  t o  i t s  n e w  v a l u e ,  
• o r  i t  h a s  n o t  c h a n g e d  a t  a l l .
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Example – T r an s ac t i o n s
void changePIN (byte[] newpin) {
pin[0 ] =  newpin[0 ];
pin[1 ] =  newpin[1 ];
pin[2 ] =  newpin[2 ];
pin[3 ] =  newpin[3 ];

}

What is the PIN value if the power is lost during the update?
S olution:   use J ava C ard’ s transac tion m ec hanism
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Example – T r an s ac t i o n s  ( 2 )
void changePIN (byte[] newpin) {
J C S ys tem . beginT r ans action();
pin[0 ] =  newpin[0 ];  
pin[1 ] =  newpin[1 ];
pin[2 ] =  newpin[2 ];  
pin[3 ] =  newpin[3 ];
J C S ys tem . com m itT r ans action();

}
The assignments are now conditional: 
if  the transaction is comp leted,  the P I N  v alu e is 
committed to memory ,

otherwise,  the P I N  v alu e is rev erted to its old v alu e
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Example – T r an s ac t i o n s  ( 3 )
• Dedicated (native) methods to copy arrays:

• arrayCopy ( s r c ,  s r c _ o f f s e t ,  d s t ,  d s t _ o f f s e t ,  l e n g t h )
M a k e s  u s e  o f  t h e  t r a n s a c t i o n  m e c h a n i s m  ( s l o w )

• arrayCopyN on A t om i c ( s r c ,  s r c _ o f f s e t ,  d s t ,  d s t _ o f f s e t ,  l e n g t h )
D o e s  n o t  m a k e  u s e  o f  t h e  t r a n s a c t i o n  m e c h a n i s m  ( f a s t )

• O ther impl ementations of  the chang eP I N  method:
void changePIN (byte[] newpin) {
ar r ayC opy (newpin,  (s hor t)0 ,  pin,  (s hor t)0 ,  (s hor t)4 );

}

void changePIN (byte[] newpin) {
J C S ys tem . beginT r ans action();
ar r ayC opyNonA tom ic (newpin,  (s hor t)0 ,  pin, (s hor t)0 ,  (s hor t)4 );
J C S ys tem . com m itT r ans action();

}
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Transactions – W h at’ s m issing ?
• Extra dimension to program verification: power loss
• A nd th u s mak ing program verification a l ot more 

difficu l t ( or impossib l e? )
• T ransaction mech anism may  reverse memory  ch anges,   

b u t it is sometimes b y passed
• A gain,  anoth er compl ication to sh ow  th at a program is 

correct
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Applet firewall
• The applet firewall p r o t ec t s  a p p l et ’ s  d a t a  f r o m  

u n a u t ho r i s ed  a c c es s
• E a c h a p p l et  i s  d ef i n ed  i n  a  p a c k a g e – o n  t he c a r d :  

c o n t ex t
• J C R E  ( S y s t em )  c o n t ex t  i s  a l l o w ed  t o  a c c es s  a l l  o b j ec t s
• O b j ec t s  i n  a  c o n t ex t  A a r e f r eel y  a c c es s i b l e b y  o t her  

o b j ec t s  i n  t he s a m e c o n t ex t  A
• O b j ec t s  i n  o t her  c o n t ex t s  a r e n o t  a l l o w ed  t o  a c c es s  

o b j ec t s  t ha t  b el o n g  t o  c o n t ex t  A
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Applet firewall

JCRE Context

Applet firewall
C o n tex t A C o n tex t B
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Example – A pplet  f i r ew all
public void process (APDU apdu) {

/ /  st ore APDU buf f er in  local variable
by t e[ ]  buf f er =  apdu. g et B uf f er();

/ /  f urt h er processin g  of  in com in g  APDU
. . .  

}

public void process (APDU apdu) {
/ /  st ore APDU buf f er in  f ield
buf f er =  apdu. g et B uf f er();

/ /  f urt h er processin g  of  in com in g  APDU
. . .  

}

/ /  error!   R aises S ecurit y E x cept ion
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Applet firewall – W h at’ s  m is s in g ?
• Models should include a notion of contexts and 

ow ner ship  r elations
• E ach ob j ect has an ow ning  context
• Models should include w hich ob j ects m ay  b e 

r efer enced,  and w hich m ay  not
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Memory models
• Information might be sensitive to illegal disclosure, 

modification or use
• J ava C ard introduces different memory  models

• P e r s i s t e n t  m e m o r y  m o d e l  ( R O M ,  E E P R O M )
• T r a n s i e n t  m e m o r y  m o d e l  ( R A M )

• D ifferent memories, are they  used p rop erly ?
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Memory models (2)
• Persistent memory (EEPROM):

• S e c r e t k e y
• A p p l i c a ti o n s
• T r a n s a c ti o n  l o g g i n g  
• s l o w

• T ra nsient memory (RA M):
• S e s s i o n  k e y s  ( C A D  s e s s i o n  k e y s ,  o r  a p p l e t s e s s i o n  k e y s )
• I n te r m e d i a te  r e s u l ts  ( s c r a tc h  p a d )
• T w o  ty p e s :  o n e  g e ts  c l e a r e d  a f te r  r e s e t,  th e  o th e r  a f te r  d e s e l e c t
• f a s t
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Example – M emo r y  mo d els
• Card with two Wallets A and B
• Au thentic ation f ield f or c hang ing  b alanc e on the Wallet

( u sed f or inc reasing  and dec reasing )

Wallet B
1 4 0 €

Wallet A
2€
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Authenticated?
no

W al l et B
1 4 0 €

W al l et A
2€

W al l et A
2€

W al l et A
5 2€

W al l et B
1 4 0 €

W al l et A
5 2€

Example – M emo r y  mo d els  ( 2 )
• Step 1: Authenticate
• Step 2 : Sel ect W al l et A
• Step 3 : I ncr eas e w ith 5 0 €
• Step 4 : Sel ect W al l et B
• Step 5 : D ecr eas e w ith 10 0 €

Authenticated?
y es

W al l et B
4 0 €

C ar d

N o  
authenticatio n 
f o r  W al l et B !
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Example – M emo r y  mo d els  ( 3 )
• Step 1: Select Wallet A 
• Step 2 : Au th en ti cate Wallet A
• Step 3 : I n cr eas e w i th  5 0 €
• Step 4 : Select Wallet B
• Step 5 : Au th en ti cate Wallet B
• Step 6 : D ecr eas e w i th  10 0 €

Wallet A
2€

Au th ?
n o

Wallet A
2€

Au th ?
n o

Wallet A
2€

Au th ?
y es

Wallet B
1 4 0 €

Au th ?
n o

Wallet A
5 2€

Au th ?
y es

Wallet A
5 2€

Au th ?
y es

Wallet B
1 4 0 €

Au th ?
n o

C ar d

Wallet B
1 4 0 €

Au th ?
y es

Wallet B
4 0 €

Au th ?
y es

Wallet A s ti ll
au th en ti cated !
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Example – M emo r y  mo d els  ( 4 )
• Step 1: Select Wallet A 
• Step 2 : Au th en ti cate Wallet A
• Step 3 : I n cr eas e w i th  5 0 €
• Step 4 : Select Wallet B
• Step 5 : Au th en ti cate Wallet B
• Step 6 : D ecr eas e w i th  10 0 €

Wallet A
2€

Au th ?
n o

Wallet A
2€

Au th ?
n o

Wallet A
2€

Au th ?
y es

Wallet B
1 4 0 €

Au th ?
n o

Wallet A
5 2€

Au th ?
y es

Wallet A
5 2€

Au th ?
n o

Wallet B
1 4 0 €

Au th ?
n o

C ar d

Wallet B
1 4 0 €

Au th ?
y es

Wallet B
4 0 €

Au th ?
y es
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Memory models – W h a t ’ s mi ssi n g ?
• For correctness of a single Wallet, it does not matter 

w h ere A u th enticated field is stored
• For secu rity  of th e ap p lications on th e card it does!
• D istingu ish  b etw een p ersistent data, card session data 

and ap p let session data ( p ersistent and transient)
• D istingu ish  b etw een h igh  and low  sensitiv e data;  w h ich  

data mu st remain p riv ate to th e ap p let?
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Conclusions
• TNO EIB tests security features of Java Card
• TNO ITS EF  BV  m ig h t m ove tow ards th e form al  p arts of 

CC eval uation s
• R eq uires form al  sp ecification  an d devel op m en t of 

p roducts
• F or th is p urp ose,  form al  m odel s devel op ed at 

un iversities 
n eed to b e im p roved
• S ug g estion  for im p rovem en ts of th ese m odel s 

b y ex am p l es
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Questions?

Joachim van den Berg
T N O  E I B
E :  b ergj o@ t p d. t no. nl
T :  + 3 1  1 5  2 6 9  2 9 7 9


