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IFIP - G e n e r a l

• I F I P  w a s  f o u n d e d  i n  1 9 6 0  u n d e r  
t h e  a u s p i c e s  o f   U N E S C O ,  a s  a  
r e s u l t  o f  t h e  f i r s t  W o r l d  
C o m p u t e r  C o n g r e s s  i n  1 9 5 9  i n  
P a r i s .
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IFIP - A i m s

• t o  f o s t e r  i n t e r n a t i o n a l  c o o p e r a t i o n
• t o  s t i m u l a t e  r e s e a r c h ,  d e v e l o p m e n t  a n d   
a p p l i c a t i o n s  

• t o  e n c o u r a g e  e d u c a t i o n  a n d  t h e  d i s s e m i n a t i o n  
a n d  e x c h a n g e  o f  i n f o r m a t i o n  

o n  a l l  a s p e c t s  o f  c o m p u t i n g  a n d  c o m m u n i c a t i o n
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Technical Work
Technical Committees and Specialist 
G r ou ps,  W or k ing  G r ou ps 

• H ear t of  I F I P
• A ctiv e par ticipation of  ov er  tw o thou sand 
people w or ld-w ide 

• E ach g r ou p is r esponsib le f or  a specif ic ar ea 
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Technical Committees / Specialist Groups
TC 1 F o u n d a t i o n s  o f  Co m p u t e r  S c i e n c e
TC 2 S o f t w a r e :  Th e o r y  a n d  P r a c t i c e
TC 3 E d u c a t i o n
TC 5 Co m p u t e r  A p p l i c a t i o n s  i n  Te c h n o l o g y
TC 6 Co m m u n i c a t i o n  S y s t e m s
TC 7 S y s t e m  M o d e l l i n g a n d  O p t i m i z a t i o n
TC 8 I n f o r m a t i o n  S y s t e m s
TC 9 R e l a t i o n s h i p  b e t w e e n  Co m p u t e r s  a n d  S o c i e t y
TC 10    Co m p u t e r  S y s t e m s  Te c h n o l o g y
TC 11 S e c u r i t y  a n d  P r o t e c t i o n  i n  I P S s
TC 12 A r t i f i c i a l  I n t e l l i g e n c e
TC 13 H u m a n  - Co m p u t e r  I n t e r a c t i o n
S G  16 E n t e r t a i n m e n t  c o m p u t i n g
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IFIP - Pu b l i c a t i o n s
• B o o k s

– m o s t l y  p r o c e e d i n g s  ( p u b l i s h e d  b y  K l u w e r
A c a d e m i c  P u b l i s h e r s  o r ,  o c c a s i o n a l l y ,  S p r i n g e r
V e r l a g )

• J o u r n a l s
– e . g .  C o m p u t e r s  &  S e c u r i t y ,  t h e  o f f i c i a l  j o u r n a l  
o f  T C -1 1  ( p u b l i s h e d  b y  E l s e v i e r  S c i e n c e  
P u b l i s h e r s )

• O t h e r s
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IFIP - E v e n t s
IFIP level
• W o r l d  C o m p u t e r  C o n g r e s s  ( W C C )

flagship event 
• 1 8 t h  W C C ,  A u g u s t  2 2 -2 7 ,  2 0 0 4  i n  
T o u l o u s e ,  F r a n c e

• I F I P  C a l e n d a r  
h t t p : / / w w w . i f i p . o r . a t / c a l _ e v e n / h t m
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IFIP level 
• W o r l d  I T  F o r u m  ( W I T F O R )

2 0 0 3  – V i l n i u s ,  L i t h u a n i a
2 0 0 5  – G a b o r o n e ,  B o t s w a n a

WITFOR aims at assisting developing nations to implement 
su stainab le str ategies f or  th e applic ation of  IC T and w ill initiate 
pr oj ec ts in dif f er ent ar eas of  th e IC T spec tr u m.

IFIP - E v e n t s
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TC / SG level 
• S E C   ( T C -1 1 )
• C M S  ( T C -6  /  T C -1 1 )
• I 3 E     ( T C -6  /  T C -8  /  T C -1 1 )
• e t c .

IFIP - E v e n t s
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Working group level 
• I I C I S  ( w g 1 1 . 5 )
• C A R D I S   ( w g 8 . 8  /  w g 1 1 . 2 )  
• e t c .
in total 80 - 1 00 e v e nts  annu ally

IFIP - E v e n t s
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TC-1 1
• W G  1 1 . 1 I n f o r m a t i o n  s e c u r i t y  m a n a g e m e n t
• W G  1 1 . 2 S m a l l  s y s t e m s  s e c u r i t y
• W G  1 1 . 3 D a t a  a n d  a p p l i c a t i o n  s e c u r i t y
• W G  1 1 . 4 N e t w o r k  a n d  c o m m u n i c a t i o n  s e c u r i t y
• W G  1 1 . 5 I n t e g r i t y  a n d  i n t e r n a l  c o n t r o l  i n  
i n f o r m a t i o n  s y s t e m s

• W G  9 . 6  /  1 1 . 7 I T  m i s u s e  a n d  t h e  l a w  
• W G  1 1 . 8 S e c u r i t y  e d u c a t i o n
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Other “security” groups
• W G  1 . 7 T h e o r e t i c a l  f o u n d a t i o n s  o f  s e c u r i t y  
a n a l y s i s  a n d  d e s i g n  

• W G  8 . 8 S m a r t  c a r d s
• W G  9 . 6  /  1 1 . 7 I T  m i s u s e  a n d  t h e  l a w
• W G  1 0 . 4  D e p e n d a b l e  c o m p u t i n g  a n d  f a u l t -
t o l e r a n c e

• W G  1 3 . 5 H u m a n  e r r o r ,  s a f e t y  a n d  s y s t e m  
d e v e l o p m e n t
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Views of TC-1 1  
on  d ev el op m en t s a n d  d ir ec t ion s

• h o l i s t i c  a p p r o a c h
• i n f o r m a t i o n  p r o c e s s i n g  e n v i r o n m e n t
• s t a n d a r d s  f r a m e w o r k
• v i s i o n s  f r o m  t h e  e n g i n e  r o o m
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Holistic approach
Louise Y n g st r ö m ,  1 9 9 5
(paper “A holistic approach to IT security” pp 9 8 -1 0 9  in  “In f orm ation  S ecurity -

the n ex t d ecad e”,  the proceed in g s of  S E C  1 9 9 5 ,  IS B N  0 -4 1 2 -6 4 0 2 0 -1 ,  
C hapm an  &  H all,  ed ited  b y J an  H . P .  E lof f an d  S eb astiaan v on S olm s)

• D im en sion s:
– c o n t e n t  /  s u b j e c t  a r e a s
– l e v e l s  o f  a b s t r a c t i o n
– c o n t e x t
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Holistic approach

Design /
R esea r c h

C o nt ex t :  geo gr a p h ic a l  sp a c e a nd
T h eo r y  / t im e b o u nd ,  " sy st em  p o int "
M o d el

P h y sic a l  /
C o nst r u c t io n

T ec h nic a l  a sp ec t s N o n- t ec h nic a l  a sp ec t s

Process - Store -
C om m u n i ca te -
C ol l ect - D i sp l a y

O p era ti on a l A d m i n i stra ti v e
M a n a g eri a l

L eg a l E th i ca l
Soci a l
C u l tu ra l
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Information processing 
env ironment

Leon S t r ou s ,  1 9 9 7
(paper “Integrity: definition, subdivision, challenge” pp 1 8 7 -1 9 4  in “Integrity and 

internal control in inform ation system s, V olum e 1 : Increasing the confidence 
in inform ation system s”, the proceedings of IIC IS  1 9 9 7 , IS B N  0 -4 1 2 -8 2 6 0 0 -3 , 
C hapm an &  H all, edited by S ushil J aj odia, W illiam  L ist, et. al. )

• I T  f u nc t i on /  U s er  f u nc t i on
• D ev el op m ent  /  P r oc es s i ng
• I T  /  A O  - I C
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Information processing environment
IT   fu nction U ser

fu nctionS y stem d evel opment
fu nction

E l ectronic d ata processing
fu nction

A d ministrative org.

Internal  control

Information
sy stems u nd er
d evel opment

     A d ministrative org. A d ministrative org.

     Internal  control Internal  control

O perational  information
sy stems

Inpu t
P rocessing /  storage

O u tpu t

O perating sy stem

D atacommu nication

D B M S

O th er
sy stem
softw are

H ard w are
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Standards framework

Leon S t r ou s  /  B a s i e v on S ol m s ,  2 0 0 3
(work in progress on a book on security standards)

• G ov er na nc e /  c ont r ol  
• M a na g em ent
• T ec h ni c a l
• A u d i t  /  c om p l i a nc e
• P r of es s i ona l i s m  /  et h i c s
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Standards framework

(Corporate) governance
standards, guidelines and best practices

(I nternal ) control
standards, guidelines and best practices

(I T ) m anagem ent
standards, guidelines and best practices

(I nf orm ati on) s ecu ri ty  m anagem ent
standards, guidelines and best practices

T ech ni cal  (s ecu ri ty )
standards, guidelines and best practices

IT
-A
ud

it 
  T

ec
hn
ica

l s
ta
nd
ar
ds

IT
-A
ud

it 
  P

ro
fe
ss
io
na
l s
ta
nd
ar
ds

IT experts   Professional standards

Endusers   standards
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Visions from the engine room

• “ E m b e d d e d ”  s e c u r i t y
• I n t e r d i s c i p l i n a r y  c o o p e r a t i o n

– w i t h i n  /  o u t s i d e  s e c u r i t y  w o r l d
– w i t h i n  /  o u t s i d e  I T  e n v i r o n m e n t
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Visions from the engine room

• A c c o u n t a b i l i t y  /  l i a b i l i t y
• E d u c a t i o n  a n d  c e r t i f i c a t i o n  r e q u i r e m e n t s  f o r  
s e c u r i t y  p r o f e s s i o n a l s
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Visions from the engine room

• N e w  t h r e a t s  /  p e r s i s t e n t  o l d  t h r e a t s
– C y b e r t e r r o r i s m /  i n f r a s t r u c t u r e  p r o t e c t i o n
– S p a m
– V i r u s e s  /  h a c k e r s



21-11-20 0 3 5 t h  S A F E . N L  w o r k s h o p                
L e o n  S t r o u s ,  I F I P  /  N G I

24

Visions from the engine room

• S t a n d a r d s  d e v e l o p m e n t
• E v a l u a t i o n  /  c e r t i f i c a t i o n
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Visions from the engine room

• P o l i t i c s  /  e c o n o m i c s
• F u n d a m e n t a l  /  a p p l i e d  r e s e a r c h
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Visions from the engine room

• H y p e  o r  l a s t i n g
– b i o m e t r i c s
– p k i
–
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Thank you
• Q u e s t i o n s
• V i e w s

• w w w .i f i p .o r g
• w w w .i f i p .t u -

g r a z .a c .a t / T C 1 1
• s t r o u s @i a e h v .n l


