Demonstration

Reader software for
biometric passport

(some data has been modified
In this presentation to protect
the passport bearer’s privacy)
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Contactless cardreader
for passport
......................................................................................................................................................................................................................................... |:|E E’" E

OMNIKEY CardMan 5121 00 00 |« | |SCR 331-DI 00 00 - | |Z/0876543075010160911304 - Gaol
OMNIKEY CardMan 5121 00 00
SCR 331-D1 00 00
SCR 331-DI1 00 01
UL (R i A Reader with Smartcard for \
Read from disk . . .

fingerprint decryption MRZ Key to access passport

(doc. number
+ birth date
+ expiry date
with check digits)

N 7

Specify MRZ- key
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Passport
passport r browse |

WITH DIGITALLY STORED BIOMETRIC DATA

P NLD Nederlandse ?298?6?43

Oostdijk
All other
data ——» Martijn Diederik S0 .,
reconstructed 01 JAN/JAN 1975 12345678
from MRZ \
30 NOV/NOV 2004 30 NOV/NOV 2009

P<NLDOOSTDI JK<<MARTI IJN<DIEDERIK<<«<<<<c<c<ccc<<<
ZZ798765430NLD7501016M0911304123456782<<<<<04

Machine Readable Zone
(read from passport chip)

MRZ has been read
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Passport

passport rhruwse

WITH DIGITALLY STORED BIOMETRIC DATA

LLLLLLLL 2 R TICHA LITEIT RIATIORA LT AT IR L ITE WERT WO RO, Dy DOy W EHT

_P NLD Nederlandse 2298?6543
' Oostdijk

CMEH HAWES f PEEHOMS

zhuﬂ;rtklujfn Dlederlk
01 JAN/JAN 1975 12345678

FaCIa'I Image LD 107 ¢ DATE O ELPIEY f DATE OV EAPIRSTIDH
30 N (in colour from chip,® NOV/NOV 2009

note padding at top)

P<NLDOOSTDI JK<<MARTI JN<DIEDERIK<<<<<<<<<<c<<<
Z798765430NLD7501016M0911304123456782<<<<<04

Facial Image has been read
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Record | ength: 14882
Nunber of inmages: 1
Gender: Unspecified

Eye col our: Unspecified
Hai r col our: Unspecified
Expressi on: Neutr al
Angl e yaw. 0 deg

Angl e pitch: 0 deg

Angle roll: 0 deg

Angl e yaw uncertainty: +-5 deg
+-5 deg
+-0 deg

Angl e pitch uncertainty:
Angle roll uncertainty:
Feature points: 2

code 12.2, x: 179, y:. 288
code 12.1, x: 299, y:. 288

| mage type: Full Frontal

| mmge data type: JPEG2000

W dt h: 480

Hei ght: 640

Col our Space: 24 bit RGB
Source: Photo still

Devi ce type: Unspecified
Quality: O

| rage data: <<14820 bytes>>

Centres of
left and right eye

Detalls facial image
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Passport

passport rhruwse

WITH DIGITALLY STORED BIOMETRIC DATA

LLLLLLLL 2 R TICHA LITEIT RIATIORA LT AT IR L ITE WERT WO RO, Dy DOy W EHT

_P NLD Nederlandse 2298?6543
' Oostdijk

ENODERSWER f CMEH HEMES f PEERD
Martijn Dlederlk
SCEBODETEDETuM [ Db EIETH kO, FEESOHHEL 10 FEESOOHG UMW EE { FEESOHE L WO WO, PEESOHKEL

OIJANIJAN 1975 12345678

d A IHTEDATuM f DATECH BSuk f DATE DE DELMNESHCE SCELDIC 107 ¢ DATEDH EXPIEY f DA TE OF EXPIRA TIOH

Fingerprints 0 NOV/NOV 2009
(encrypted on passport,
ard)

decrypted with SDU smartc

P<NLDOOSTDI JK<<MARTIJJN<DIEDERI K{{{{{{{*@{{~i’:{{ \
ZZ9876 5430NLD7501016M091130412 3-456?’82«r::«r:+=::«:~::0-4~ N

Fingerprints have been read
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Record | ength: 12436

Nunmber of inmages: 1

Capture Device ID: Unspecified

| mage acquisition |evel: Unspecified

Scal e units: Pixels per inch

Scan resolution (vertical): O

Scan resolution (horizontal): O

| mage resolution (vertical): O

| mage resolution (horizontal): O

Pi xel depth: 8

| mage conpression algorithm Conpressed - W5Q
Lengt h: 12404
Position: Left index finger
Count of views: 1
Vi ew nunber: 1
Quality: O
| npressi on type: Live-scan plain
Hori zontal line length: 416
Vertical line length: 416
| rage data: <<12390 byt es>>

Detalls fingerprint info
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Passport

passport | browse |

'78' '82 A4 B3' (42163 bytes) MRTD data Total size of data > 40KB
-3'60" '16" (22 bytes) Common data elements
¢ 3'61" '5B' (91 bytes) Template for MRZ data group
[3'5F 1F' '58' (88 bytes) MRZ data elements
-3'6F '81 A2' (162 bytes) Active Authentication Public Key Info
¢ 3'75" '82 3A 44' (14916 bytes) Template for Facial biometric data group
~3'7F 61" '82 3A 3F (14911 bytes) Biometric Information Group Template
¢ 3'63" '82 64 62' (25698 bytes) Template for Finger biometric data group
¢+ 3'7F 61" '82 64 5D' (25693 bytes) Biometric Information Group Template
502" '01' (1 bytes) Integer
-3'7F 60" '82 30 DO’ (12496 bytes) Biometric Information Template
-3'7F 60' '82 33 80' (13184 bytes) Biometric Information Template
-'77" '82 04 E7' (1255 bytes) D (EF for security data)

Fingerprints +- 12KB

Browser for data on passport
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